GDPR
Kai
Texvika Merpa AoQaAsiac
ANPOYOoPIaKWYV 2ZUCTNUATWV

Eionynmng

e., A|'I'i | S Nik6Aao¢ AoUAOG
u IT & Business Development Consultant

n.doulos@altiusconsultants.gr
Mobile : 6936 733 950 tel : 210 60 46 340
WWW. altl usconsu Itants ) gr Copyright Altius Consultants 2018



mailto:n.doulos@altiusconsultants.gr

Acodaiela NMAnpodoplwv

To opyavWIEVO TIAQIOLO ATIO EVVOLEG, AVTIANWELG, APYES, TIOALTLKEG,
OLadLlkaoieg, TEYVIKEG kot METPA , TTIOU aTtattoUvTal Yo VO TIPOCTATEVTOUV Ol
AN pPodopieg, amo KABE oOKOTILUN 1] TUY AL ATIELAT).
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KUpleg 1o10TNTEC TNG ACPAAELQG
[TAnpodopLwv

® Epmotevtikotnta (Confidentiality): AwooddAion ot mpodofacn otnv
AN Podopia £XOUV [LOVO OGOL EYOUV KATAAANAN e§oucLodOTNnoN.

® Akepouotnta (Integrity): AlcoddaAion OtL n mAnpodopia eival TANPN,
akpLPNG KoL EyKupn.

® AwBeoipotnra  (Availability): Awaodaiion ot n mAnpodopia eival

dlaBeoiun KaBe otiyun mou evag eE0UCLOOOTNEVOC XPTIOTNG ETILYELPEL VA

ATIOKTNOEL TIPOCBaon o€ auTh).
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Aodalela NAnpodoplwy & ZuCTNUATWV

® Acdalelan mAnpodoplwv: OlATNENoN TNG EMUTILOTEVUTIKOTNTAG, TNG
AKEPALOTNTAG Kol OLoBECIUOTNTAG.

®* Aoddalela TANPOPOPLAKWY GUGTHATWYV: TIPOCTACIA TWV CTOLYELWV TIOU

OUVLOTOUV eva TIANpodopLlako cuotnpa (hardware, software, Anpodopiq,
avOpwTtol, OLOLKACIEG).

®* Hooddhela dev givar povo texviko Gitnual Eival KAI teyviko gnnua!
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Metpa AohaleLag Kat 2xeoL0 AGHAAELOG

® OL odényieg kal ol Olodlkaoieg Tou TmepLAapfavovial otnv oAtk
AoddaAelog uAomolouvtal e TNV €HAPOYT] TWV PETPWYV MIPOCTACING 1
aodaAelag (security measures, security controls , avtipetpa - counter
measures ).

® H MoAtikry AodaAelag poalli PE TO GUVOAO TWV HETPWV TIPOCTAGCLOG
amoTEAOVV TO 2)edlo Aodalelag (Security Plan) yia ta mAnpodoplakd
OUCTNMOTO EVOG OPYOVLIOMOU.
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TTACK ORIGINS

COUNTRY
=8 United States
China

mm Ukraine

== Netherlands

B8 Spain

KA south Korea
B Moldove

™= Colombia

€ Turkey

== Thailand

ATTACK TYPES ATTACK TARGETS

PORT  SERVICE TYPE COUNTRY

25 O smitp =8 United States

23 ) telnet == United Arab Emfrat_.

8080 (O hrrp-alt W italy
3388 () ms-wbt-server NN Snain
5900 (O rib = Singapore

s0864 O xsan-filesystem Saudi Arabia
3306 (O mysql = Russia
21027 ) unknown %" Portuga
52436 unknown 1 Belgium

49580 unknown
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LIVE ATTACKS

TIMESTAMP
13313034

133135128
133135120
13:31:34.994
13:31:34.903
13313452
13:31:34.365
13:31:34.364
13:31:33.967
13133113

ATTACKER

Chinanet Guangdong Provinge Network
Chinanet Hubei Province Network
Chinanet Hubei Province Network
Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Fhenjiang Sky Metbar

Zhenjiang Sky Metbar

Jsc Moldtelecom S.A.

Met For Ankas

ATTACKER IP
113.84.2155

116.211.0.50

218355177
218 355177
108-185.205.84
46.161.40.120

ATTACKER GED
Guangzhou, CN
Wuhan, CN
Wuhan, CN
Washington, US
Washington, US
Redmond, US
Zhenjiang, CN
Zhenjiang, CN
Chisinau, MD

Luhansk, UA

TARGET GEO ATTACK TYPE
Lynnwood, US —xsan-filesystemn
Dubai, AE hitp-alt

Dubai, AE hitp-alt

De Kalb Junctio__smtp

De Kalb Junctio__smtp

De Kalb Junctio...smtp

Madrid, ES

Madrid, ES

Raseville, US telnef,

Roseville, US ms-wht-server

http://map.norsecorp.com

PORT
50864

EXPLORE

WHY NORSE?




CYBERTHREAT REAL-TIME MAP ==eN An I Infected?

STATISTICS ~ DATA SOURCES  BUZZ  WIDGET share f W 8

GREECE - . )
# 67 MOST-ATTACKED COUNTRY - | >

More details

Share data

fwe

KASPERYKYS
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AAANAovyia Metpwy MNMpootaociag

MpoAnwn Avixveuon AvTtiépoon
Prevention Detection Reaction
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MpoAnyn - Prevention

Penetration Test

® Data Loss Prevention Software (DLP)

® Audit

® GAP Analysis

® Motomoinon

® OpLopdg MoAttikwy Kot ALadIKOGLWV
Eriikaipomoinon MNMoAttikwyv kat AtadilkocLwyv

Business Contan|ty Plan — Disaster Recovery Plan (BCP — DRP)
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Koatnyopieg Métpwyv MNMpootaociog
MANpOoPOPLOKWY ZVCTNUATWVY




Koatnyopieg Metpwyv MNpooctaciog
TIANPOPOPLOKWY ZUCGTNHATWV

o ALOLKNTIKA
o DuoikngAodpaAeLog

o TeXVIKA
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AlolknTtika Metpa

® Opyavwon kot dtayeipion tng AcdpaAeiog tov N
® PoOAoL Kol OL A pLOSLOTNTEG TOU TIPOCWTILKOU

® O tpomog Sty eipLong AN podopLwyv

® Kwoikog SE0VIOAOYIOG (ECWTEPLKWV KAVOVWV)

® Awdikaoio TPOcANYPNG Kat armoywprong VTtaAArjAou (Tty S€opEVON
EMTILOTEVUTIKOTNTOG)

® AwBaduion mAnpodopiwv
® Anuovpyio <<kouAtolpog>>

H ekmnaidgvon
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Nopadeiypato Aloikntikwv METtpwy

® Oplopdg MoAttikwy Kot AladIKOCLWV

® ZupPaocelg Epmiotevtikotntag kot Non Disclosure Agreement (NDA)

® Mée tpoowTILKO

®* Me e&wtepikovg MpopnOeuteg — Zuvepyates, Kupiwg av Eyouv pocPaon o
miAnpodopieg 1] oto MNZ (m.x. e§wtepikoi pnyavoypddot, diapnuioTikd ypadeio
KTA)

® EyxeLpidlo odnylwwv aodpaAeiog mAnpodoplwv
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Metpa Quoikng Aopalerog

® amo PuolkEG KATAOTPODEG
® aoPaAela IPOGPaONG OTLG KTLPLUKEG EYKOTAOTAUCELG

® aocdalela MIPooBaong VTIOAOYLOTIKOU Kol SIKTLUAKOU £EOTIALGLOU
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Napoadeiypata Metpwv Quoiknic AcPaAeLog

® Zuvayepuog
® Kapepeg / Kataypadiko.
® KAedapleg (LE KWOLKO 1] OXL ) YLO VIOUAATIEG , CUPTAPLO KTA

MupachaAeia
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Napoadeiypata Metpwv Quoiknic AcPaAeLog
® Al0OIKOOLEG YL :

® Xprion cvokevwv USB gvtog TOL OpYyaAVIOHOU
® NMpocPaon oto SikTLO TOU OPYAVLIOHOV.

® Xpnon wifi

® Clear Desk — Clear Monitor

® T'eviko Access Control yia tnv mpooBaon otnv eTaLpeia.

® JUOKEVEG BLOMETPIKWYV EAEYYWV (OOKTUALKO OTIOTUTIW ML, (PLOX LOTLOY,
O PAKTNPLOTIKWYV TIPOCWTIOV, GWViic).
I

®* Mayvnrtikég Kapteg
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Napoadeiypata Metpwv Quoiknic AcPaAeLog

® Server Room € eAeyxOpEVN TIPOGBaoN Kot TipodlaypadEG aodPaAELa.
® Access Control
® ZVotnpa Eldomoinong ywa NMpdoPaon oto ywpo
® ZVotnpa Eldomoinong NMepifpailoviikwyv ZuvOnkwv (Beppokpacia , vypacio KTA)
® Ewd01k6 Zuotnpua NMupdcoBeong

® Opiopog Meproywv EAeyyopevng MpoocPfaong

® Zrjpavon

® Access Control
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Texvika Metpa AcPaAeLag

KaAuvyn EutaOsiwv.

® <<Amokpouon>> ATELAWV.
® KuBepvo-emiBeoeLs.

® HAektpoviko EykAnpuo.

® Tautomoinon kot avBeviikomoinon: AwochdAion OTL 0 XPNOTNG TIOU
ETILYELPEL VA aTIOKTTOEL TIpOoPacot o€ mAnpodopia/ cuotnua/ edbapuoyn
glvall auTOG Ttov LoyuplleTal OTL €ival.
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Texvika Metpa AcPaAELOG

® 'EAeyyog mpocBoong: AlaoPAALon OTL O XPT]OTNG TIOU ETILYELPEL VA
ATIOKTNOEL TIPOoBaon o€ AN podopia/ cuctnuo/ ePpapuoyn eival
£E0UCLOOOTNEVOG VL' QUTTH) TNV EVEPYELQL.

® ‘EAegyxog kat mapakoAovOnon (audit & monitoring): NapakoAouvBnon
KOLL KOTOYPOPT] TWV EVEPYELWV TWV X PN OTWV.
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Texvika Metpa AcPaAELOG

® Mpootaocia mMpoowtikwyv Oedopévwy: [lpootocioc Twv OEOOUEVWY
TIPOCWTILKOU YAPAKTNPO KL TwV gvaicOntwy d€00UEVWY TOU ATOUOU ATIO
un €&ovolodotnpevn ouAloyn, amobnikevon kal emegepyacia, cUUPWVaA
LE TNV Keipevn vouobeaoia.

® Mn amomoinon gvBuvng: AlaodaAion OTL Evag XPT)OTNG OEV UTIOPEL VO
apvnOel OTL EKTEAECE pia EVEPYELQ OXETIKT] UE TIPpOCPaon)/ eme&epyaoia o€
nmAnpodopia/ cuotnua / edappoyn.
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Nopadeiypota Texvikwv Metpwv
AcodaAeLog

Password Policy
Anti-virus, Anti-Malware, Anti-Spyware
Active Directory

Alkolwpota Xprjotwyv 6Toug topoug tovu M
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Nopadeiypota Texvikwv Metpwv
AcodaAeLog

®* KAgeidwpa Bupwv USB
® Backup

® Teiyog Npootaociag - Firewalls
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Nopadeiypota Texvikwv Metpwv
AcodaAeLog

® Software Updates
® Antivirus
® Operation Systems
® Applications
® Log Files
® ZVotnpa Aviyvevong EloBoArig (Intrusion Detection System - IDS)
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Nopadeiypota Texvikwv Metpwv
AcodaAeLog

ElkovikO 18twTtiko Aiktvuo (Virtual Private Network —VPN)
® Anopakpuopévn MNpocBoaon.

Wndrakeg Ymoypadeg

Cryptography

MpwtokoAAa SSL

Monitoring Software
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